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GDPR Information for 
 		     Parishes Volunteers
GDPR – the General Data Protection Regulation (GDPR) came into effect in 2018. This legislation seeks to increase people’s rights to privacy and ensure organisations manage personal data. The legislation also provides individuals with ‘data rights’ for example the ability to access personal information held about them. 
As a volunteer you may be in a position where you collect and process some very personal data and need to be aware of the legislation and be mindful of the data protection principles (see below) when performing your role. 
What is Personal data?
"Personal Data" means any information relating to a living individual who can be identified from that information or in conjunction with other information, which is in, or is likely to come into, the Archdiocese’s possession. Personal Data can be factual (such as a name, address or date of birth) or it can be an opinion. It can even include a simple email address. A mere mention of someone's name in a document does not necessarily constitute Personal Data, but personal details such as someone's contact details (if it enabled an individual to be identified) would fall within the definition.
"Special Categories of Personal Data" (previously called sensitive personal data) means information about a person’s racial or ethnic origin, political opinions, religious or similar beliefs, trade union membership, physical or mental health condition or sexuality. Special Categories of Personal Data can only be processed under strict conditions, for example protecting someone’s vital interests.
Data Protection Principles 
The GDPR says that all organisations have to follow strict rules around data protection, religious organisations are no exception. The Information Commissioner’s Office (ICO) say the principles should be at the ‘heart of everything that we do’. To be compliant, we should consider the principles in every situation. The Data Protection Principles require that personal data is:
· Processed lawfully, fairly and in a transparent manner
· Collected for specified legitimate purposes and not further processed in a manner which is incompatible with those purposes
· Adequate, relevant and not excessive
· Accurate and kept up to data
· Not kept for longer than is necessary for the purposes of which it was obtained
· Processed in a manner that ensures appropriate security e.g. not accidently lost, damaged etc.
This means that every time you process personal data, you must ensure you are complying with the Data Protection Principles for example think when collecting personal information, are you being transparent for the need for the data, is it for a specific purpose? Are you taking care when sharing the information that you can share it? Are you sharing securely e.g. password protected and only to the people whom you can lawfully share etc.? 
Accountability - A new accountability principle means that you must be able to show that you are complying with the principles. You cannot just state you are compliant; you have to evidence this. 
Privacy Notice
Under GDPR, all organisations are obliged to let everyone know what personal data they process. This information can be found in what we call a ‘privacy notice’. Our privacy notice is located on the Archdiocesan website at liverpoolcatholic.org.uk/privacynotice. If you use any forms to collect personal data, you should include a short privacy notice or statement on these documents. 


The DPO can advise what to include in your notice, but at very least the following should be added: 
[bookmark: _Hlk535506592]The Roman Catholic Archdiocese of Liverpool is committed to keeping your personal data secure. Please see our Privacy Notice on our website at liverpoolcatholic.org.uk/privacynotice
GDPR includes the following rights for individuals:

1. The right to be informed 			2. The right of access 
3. The right to rectification 			4. The right to erase 
5. The right to restrict processing 		6. The right to data portability 
7. The right to object 	8. Rights in relation to automated decision making and 
    profiling

It's good practice to be aware of the above rights, in particular the right to access. Under GDPR people can ask the Archdiocese about the information being held about them. If there was an incident and notes were taken, people would have the right to access what information was held about them. It is advisable to take care when making personal opinions and only state the facts as people will have a right to see what has been written about them. If someone asks to see their personal data, contact your parish priest who will liaise with the Data Protection Officer, as there is a process to follow.
GDPR and Children
Under GDPR, we have to take extra care with any personal data we hold on children. The easiest way to be compliant is to avoid taking any details. In the circumstances where it is necessary, for example sacramental occasions, please liaise with the Data Protection Officer as a privacy notice is required explaining why we require the information and how long we hold it. 
Home Working 
If you do work from home, please take care not to take any personal data such as names and addresses of any parishioners, and especially those of children. To do so, is a breach of data protection legislation (as the data is being removed from the Archdiocese).
Personal Devices
If you use your own computer or smartphone to carry out work on behalf of the Archdiocese, please familiarise yourself with our ‘Bring Your Own Device Policy’. This policy recognises that we rely on the goodwill of volunteers in our parishes who use their own devices and the policy provides some good advice to help improve security for everyone. Advice includes ensuring that you are familiar with the security measures on your device, keeping it password protected and that you know what to do in the unfortunate event of your device being lost or stolen. 
Security of Personal Data 
[bookmark: _Hlk30510835]Keeping personal data secure is the foundation of the GDPR. There is a huge data risk across the Archdiocese when individuals use their own devices for emails and preparation of documents or take information home. A data loss or breach resulting from the careless loss of any personal information or misuse of your own device could result in a substantial fine for the Archdiocese and reputational damage. Please take care with this. Effective ways include; password protecting spreadsheets and documents containing personal information, especially if sharing by email, double-check email addresses are accurate, take care with circular emails and bcc (blind carbon copy) so addresses aren't disclosed to everyone, password protect your device, Data loss must be reported to the Data Protection Officer immediately, as we have 72 hours to notify the ICO. 
Like More info on GDPR?
Would you like to learn more about GDPR and advice on best practice in your parish? Please contact the Data Protection Officer, who welcomes an invite to your pastoral area to come along one evening for a short presentation and a chat to help you become GDPR aware.
Debbie Jones, GDPR Project Manager, Data Protection Officer (DPO)                          Email: dataprotection@rcaol.co.uk
Tel: 0151 522 1074 									          February 2020
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